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	Organisation
	
	Department
	
	Date
	

	Aspect
	G.1
The First Principle
	Auditor
	
	Audit ref:
	

	Question/Check
	Evidence (Documents) Examined
	Findings and Observations
	Result

	G.1.1
Categories of Personal Data

	a) What type of personal data do you process? 

Please give examples of any sensitive data that you process.
	
	
	

	b) (i)
Are sensitive personal data 
differentiated from other personal 
data?  

(ii)
If so, how?


	
	
	

	c)   If not, why not?
	
	
	

	c) (i)
Are sensitive personal data processed 
differently to other personal Data 
Protection within the organisation?  

(ii)
If so, how?

	
	
	

	KEY:
COM = Complies
MAJ = Major Non-compliance
MIN = Minor Non-compliance
OBS = Observation
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	Organisation
	
	Department
	
	Date
	

	Aspect
	G.1
The First Principle
	Auditor
	
	Audit ref:
	

	Question/Check
	Evidence (Documents) Examined
	Findings and Observations
	Result

	G.1.2
Schedule 2 - Grounds for Legitimate Processing of Personal Data

	a)
Have you identified all the categories of personal data which you are processing and how?


If so, can you list them:
	
	
	

	b)
Have you identified the purposes for which you are processing personal data and how?


If so, can you list them:
	
	
	

	c)
Have you identified which of the grounds in Schedule 2 you will be relying on as providing a legitimate basis for processing personal data?


If so, can you list them:


(Show interviewee text of Schedule 2).
	
	
	

	d)
(i)
Will you be relying on different 
grounds for different categories of 
personal data?


(ii)
If so, how was this assessment 
made?
	
	
	

	KEY:
COM = Complies
MAJ = Major Non-compliance
MIN = Minor Non-compliance
OBS = Observation
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	Organisation
	
	Department
	
	Date
	

	Aspect
	G.1
The First Principle
	Auditor
	
	Audit ref:
	

	Question/Check
	Evidence (Documents) Examined
	Findings and Observations
	Result

	G.1.3
Schedule 3 - Grounds for Legitimate Processing of Sensitive Personal Data

	a) Have you identified the categories of sensitive personal data that you are processing? If so, how? 


If so, can you list them:
	
	
	

	b) Have you identified the purposes for which you are processing sensitive personal data? If so, how?


If so, can you list them:
	
	
	

	c)
Have you identified which of the grounds in Schedule 3 you will be relying on as providing a legitimate basis for processing sensitive personal data?


If so, can you list them:


(Show interviewee text of Schedule 3/Orders under Sch 3 (10)).
	
	
	

	d)
(i)
Will you be relying on different 
grounds for different categories of 
sensitive personal data?


(ii)
If so, how was this assessment 
made?
	
	
	

	KEY:
COM = Complies
MAJ = Major Non-compliance
MIN = Minor Non-compliance
OBS = Observation
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	Organisation
	
	Department
	
	Date
	

	Aspect
	G.1
The First Principle
	Auditor
	
	Audit ref:
	

	Question/Check
	Evidence (Documents) Examined
	Findings and Observations
	Result

	G.1.4
Obtaining consent

	a)
If you are relying on the individual providing consent to the processing as grounds for satisfying Schedule 2, when and how is that consent obtained?
	
	
	

	b)
If you are relying on the individual providing explicit consent to the processing as grounds for satisfying Schedule 3, when and how is that consent obtained?
	
	
	

	

	
	
	

	
	
	
	

	KEY:
COM = Complies
MAJ = Major Non-compliance
MIN = Minor Non-compliance
OBS = Observation
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	Organisation
	
	Department
	
	Date
	

	Aspect
	G.1
The First Principle
	Auditor
	
	Audit ref:
	

	Question/Check
	Evidence (Documents) Examined
	Findings and Observations
	Result

	G.1.5
Lawful Processing

	If you are a public sector organisation:

a) (Does your processing of personal data fall within your statutory powers? If so what are they and how are they identified?


	
	
	

	b)
Has compliance with the Human Rights Act been assessed?
	
	
	

	All organisations:

c)
Do you assess whether any of the personal data that you process is held under a duty of confidentiality?

	
	
	

	d)
If so, how is that assessment made?
	
	
	

	KEY:
COM = Complies
MAJ = Major Non-compliance
MIN = Minor Non-compliance
OBS = Observation
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	Organisation
	
	Department
	
	Date
	

	Aspect
	G.1
The First Principle
	Auditor
	
	Audit ref:
	

	Question/Check
	Evidence (Documents) Examined
	Findings and Observations
	Result

	G.1.5
Lawful Processing (continued)

	e)
How is that confidentiality maintained? (e.g. Instructions on disclosure or shredding)
	
	
	

	f)
Do you assess whether your processing is subject to any other legal or regulatory duties?
	
	
	

	g)
If so, how is that assessment made?

	
	
	

	h)
How do you ensure that those legal duties are complied with?
	
	
	

	KEY:
COM = Complies
MAJ = Major Non-compliance
MIN = Minor Non-compliance
OBS = Observation
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	Organisation
	
	Department
	
	Date
	

	Aspect
	G.1
The First Principle
	Auditor
	
	Audit ref:
	

	Question/Check
	Evidence (Documents) Examined
	Findings and Observations
	Result

	G.1.6
Fair Processing

	a)
How are individuals made aware of the identity of your organisation as the data controller?
	
	
	

	b)
When are individuals made aware of the identity of your organisation as the data controller?
	
	
	

	c) How are individuals made aware of how their personal data will be used? 



	
	
	

	d)
When are individuals made aware of these uses?
	
	
	

	KEY:
COM = Complies
MAJ = Major Non-compliance
MIN = Minor Non-compliance
OBS = Observation
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	Organisation
	
	Department
	
	Date
	

	Aspect
	G.1
The First Principle
	Auditor
	
	Audit ref:
	

	Question/Check
	Evidence (Documents) Examined
	Findings and Observations
	Result

	G.1.6
Fair Processing (continued)

	e)
How are individuals offered the opportunity to restrict processing for other purposes?
	
	
	

	f)
When is that opportunity offered?
	
	
	

	g) (i)
Is any other information offered to the 
individual regarding your 
organisation's processing? 

(ii)
If so, which information?

	
	
	

	h) (i)
How is that information provided to 
the individual?

(ii)
And when?
	
	
	

	KEY:
COM = Complies
MAJ = Major Non-compliance
MIN = Minor Non-compliance
OBS = Observation
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	Organisation
	
	Department
	
	Date
	

	Aspect
	G.1
The First Principle
	Auditor
	
	Audit ref:
	

	Question/Check
	Evidence (Documents) Examined
	Findings and Observations
	Result

	G.1.6
Fair Processing (continued)

	h) Do you receive information about individuals from third parties? (Please give examples) If yes, go to Question J, if not go to G.1.7.
	
	
	

	i) (i)
If you do receive information about 
individuals from third parties, how are 
individuals informed that the data 
controller is holding personal data 
about them?  

(ii)
And if so, when?



	
	
	

	

	
	
	

	
	
	
	

	KEY:
COM = Complies
MAJ = Major Non-compliance
MIN = Minor Non-compliance
OBS = Observation
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	Organisation
	
	Department
	
	Date
	

	Aspect
	G.1
The First Principle
	Auditor
	
	Audit ref:
	

	Question/Check
	Evidence (Documents) Examined
	Findings and Observations
	Result

	G.1.7
Exemptions from the First Data Protection Principle

	The Act requires that in order for personal data to be processed fairly, a data controller must provide the data subject with the following information:-

1.
the identity of the data controller

2.
the identify of any nominated data protection representative, where one has been appointed

3.
the purpose(s) for which the data are intended to be processed

4.
any further information which is necessary, having regard to the specific circumstances in which the data are or are to be processed, to enable processing in respect of the data subject to be fair
	

	a) (i)
Do you provide individuals with all of 
this information?

(ii)
Is this always the case? (If yes, go to 
Section G.2.1)

If your organisation does not provide this information to data subjects, which exemption to these provisions is being relied upon?
	
	
	

	b)
How is that exemption identified?

	
	
	

	c)
How is correct reliance on the exemption assessed?
	
	
	

	KEY:
COM = Complies
MAJ = Major Non-compliance
MIN = Minor Non-compliance
OBS = Observation
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